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QLogic Fibre Channel Adapter System Center Operations Manager 2007 Management Pack
Microsoft® System Center Operations Manager 2007 (Operations Manager) is a software solution to meet the need for end-to-end service monitoring in the enterprise IT environment. Operations Manager provides an easy-to-use monitoring environment that monitors thousands of servers, applications, and clients to provide a comprehensive view of the health of an organization’s IT environment. This view of service health is key to a rapid, agile response to events that may impact the normal running of business and ultimately cost an enterprise money.

The QLogic ® Fibre Channel Adapter Management Pack (Management Pack) works with System Center Operations Manager 2007. The Management Pack is designed to help you monitor the “health” of your QLogic and QLogic-branded Fibre Channel  adapters. QLogic-branded adapters include those distributed under the names HP, Dell, IBM, and others. If your system is set up for e-mail, the Management Pack can also send alerts about the adapter status.
Document Version

This document was written based on the 1.0.0.11 version of the Management Pack.

Revision History
	Release Date
	Changes

	September 2009
	Original release of this document (revision A)

	October 2009
	Second release of this document (revision B)

	January 2010
	Third release of this document (revision C). 
Updated MP version number throughout, “What’s New” section, and “Inventory Display” section.


Introduction to the Management Pack
The Management Pack for QLogic Fibre Channel adapters will monitor hosts to help administrators keep their SAN operating in an optimal configuration.
The Management Pack supports the following: 

· Management Pack enables you to view the hierarchical structure of the Fibre Channel storage area network (SAN) from System ( Adapter ( Port ( Target ( logical unit number (LUN).

· Management Pack alerts are configurable from Operations Manager.
Getting the Latest Management Pack and Documentation

You can find the Management Pack in the System Center Operations Manager 2007 Catalog (http://go.microsoft.com/fwlink/?LinkId=82105).

What's New

The following features are new in this release of the Management Pack: 


Deprecated the following properties in inventory displays for the HBA Port object: InputRequest, OutputRequests, ControlRequests, InputMegabytes, OutputMegabytes.
Supported Configurations

The Management Pack supports the following configurations:

· x86

· x64

· IA64

· Clustered environments

Getting Started

This section describes the actions you should take before you import the Management Pack, any steps you should take after you import the Management Pack, and information about customizations.

Before You Import the Management Pack

Before you import the Management Pack into Operations Manager 2007, note the following limitations:


This Management Pack supports only agent managed hosts.
For a list of required software, see the “Other Requirements” section.
Files in This Management Pack

To monitor the Management Pack, you must first download the QLogic Fibre Channel Adapter System Center Operations Manager 2007 Management Pack from the Management Pack Catalog, located at http://go.microsoft.com/fwlink/?LinkId=82105. The Management Pack includes the following files: 


QLogic.Config.FC.MP.xml
· QLogic.FC.MP.mp

· README.doc

· ReleaseNotes.doc
Other Requirements

Each Windows-based host must have the following components installed: 

· QLogic Fibre Channel Adapter driver 9.1.8.17 or later
· QLogic SANsurfer 5.0.1b55 or later
· Microsoft Windows PowerShell 1.0 or later
Windows Management Instrumentation (WMI) must also be running and accessible to local system.
How to Import the Management Pack

For instructions about importing a management pack, see How to Import a Management Pack in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=142351).

Requirements and Installation

This section provides the system requirements needed for the Management Pack, and procedures for installing and uninstalling this plug-in.

System Requirements

This section lists the hardware and software needed on your system before you can install the Management Pack.

Hardware

Adapters

Your system setup must include one of the following QLogic or QLogic-branded adapters that support N_Port ID virtualization (NPIV):

· 4Gb Fibre Channel adapters (QLE246x, QLA246x)

· 8Gb Fibre Channel adapters (QLE256x)

Platforms

The Management Pack runs on the following hardware platforms:

· x86

· x64

· IA64

Software

No additional Microsoft software is required.
QLogic Windows Drivers and OS Versions

STOR Miniport driver version 9.1.8.17 or later for the following: 

· Windows® Server 2003 SP2

· Windows Server 2003 R2 SP2

· Windows Server 2008

Optional Configuration

The QLogic Configuration Management Pack (QLogic.Config.FC.MP) allows you to configure all of the user-defined parameters for discovery and monitors contained within the QLogic.FC.MP. Because all monitors are disabled by default, the system administrator must enable the monitors to check MP objects for health status.
Security Considerations

You may need to customize your management pack. Specific accounts cannot be run in a low-privilege environment or must have minimum permissions.

Run As Profiles

In Run As Profiles, note the following security considerations:

· The Default Action Account must have enough privileges to access WMI.

Understanding Management Pack Operations

This section provides a brief overview of the highlights of the management pack monitoring capabilities.
Objects the Management Pack Discovers

The Management Pack discovers the object types described in the following table. Not all of the objects are automatically discovered. Use overrides to discover those that are not discovered automatically. For information about discovering objects, see the "Object Discoveries in Operations Manager 2007" topic in Operations Manager 2007 Help (http://go.microsoft.com/fwlink/?LinkId=108505). 

The management pack discovers the following objects:

· QLogic.FC.MP.Adapter: Representation of a physical HBA board/adapter.

· QLogic.FC.MP.Port: Representation of a Fibre Channel HBA port (physical or virtual).

· QLogic.FC.MP.Target: Representation of a target port.

· QLogic.FC.MP.Lun: Representation of a LUN.

Discovery Interval and Timeout

Discovery Interval

Discover QLogic Fibre Channel Adapters on managed hosts. The discovery will create associations between physical boards/adapters to Fibre Channel adapter ports to Targets and LUNs owned on those Fibre Channel adapter ports. 

Timeout
Timeout is the execution time for the discovery. When the specified time is exceeded, the discovery is aborted.
Inventory Display

The inventory displays the following properties for the HBA Port object:
· Name
· Port Type
· Path Name
· Port State
· Instance Name
· Port Class of Service
· Port WWN (world wide name)
· Port Support Speed
· Node WWN
· Port Speed
· Driver Name
· Port Frame Size 
· Driver Version
· Port Max Frame Size
· Firmware Version
· Vendor Specific ID
· Connected Target
· Port FC ID

· LUNs Visible Under Targets
Viewing the Management Pack Levels

The following screen shots show examples of the various Management Pack views.
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Port Level View
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Target Level View
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LUN Level View
How Health Rolls Up

Health states of components roll up in this Management Pack as follows:
LUN ( Target ( Port ( Adapter ( System
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Tree View of System Monitors (How Health Rolls Up)

Key Monitoring Scenarios

The Management Pack includes a number of key monitoring scenarios that are configurable. The following lists those scenarios and indicates the elements of the monitoring scenario that can be modified. 

The Management Pack monitors include the following:

· Port Statistics monitor

· Link Status monitor

Port Statistics Monitor

Port statistics monitor is generated upon reaching a pre-configured threshold for input/output per second (IOPS) or bandwidth, along with soak time period in seconds with respect to a specific virtual port or physical port.
The port statistics monitor has two states:

· Healthy indicates that the Fibre Channel link capacity has not exceeded the configured threshold.
· Warning indicates that the Fibre Channel link capacity has exceeded the configured threshold. The port will be placed in the Warning state when either the Rx/Tx exceeds the configured threshold.
Configurable parameters for the Port Statistics monitor are:

· Threshold Rx/Tx Values – Default is 0.80 (or 80% of link capacity), where threshold is a percentage of the link capacity being used; specifically, the actual link throughput divided by the maximum theoretic link throughput. The resulting percentage is expressed in decimal format, 0.00–1.00 (or 0%–100%).

· Monitor Interval (in seconds) – Default is 120 seconds.

· Monitor Timeout (in seconds) – 300 seconds.

	Rule Name
	Default Threshold

	QLogic.Config.FC.MP.PortStatsMonitor
	ThresholdIn/ThresholdOut
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View of Port Statistics Monitor
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Configuration of Port Statistics Monitor
Link Status Monitor

The Link Status monitor has two states:

· Healthy indicates that the port is up (online)
· Error indicates that the port is down (offline, loopback, diagnostic, or error logging). 

Causes: Common issues leading to Fibre Channel link being placed into a critical state are: 
· One end of the Fibre Channel cabling is disconnected.

· Fibre Channel cable is physically damaged
· One of the two ends on the Fibre Channel link is having issues (that is, switch port has failed).

· Fibre Channel port is placed into a diagnostic mode.

Resolutions: Typical resolutions are:
· Make sure both ends of the Fibre Channel link are in an operational state.

· Replace the Fibre Channel cablings.

· Ensure optics are working correctly.

Warnings and errors discovered through the Management Pack monitors are also entered in the Operations Manager subsection of the Windows Event Log.
The following table lists the possible port states.

	Case #
	Port State

	1
	Unknown

	2
	Online

	3
	Offline

	5
	Bypassed

	6
	Diagnostic Mode

	7
	Link Down

	8
	Loopback

	9
	Degraded

	Else
	Unknown



